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COVER ITAD Providers Become Total Solutions Providers

By John Yeider, Chief Operating Officer, Re-Teck

The rise in demand for electronic recycling has potential clients seeking trusted partners that are able
to not only recycle and refurbish end of lifecycle products but also securely manage the erasure and
destruction of sensitive data. The costly implications of data breaches have caused many to reevaluate
their process for disposing of IT assets giving ITAD providers an opportunity to offer complete solution
options.

ARTICLE why Professional and Responsible Data Destruction is
Essential for Any Business in 2021

By Kevin Dillon, Chief Marketing Officer - Chief Sales Officer, ERI

With cybercrime and data breaches at an all-time high, data destruction should be on the top of any
business' priority list. In this day and age, we can no longer undervalue the importance of having
professional data destruction steps in place.

ARTICLE unified Operating Standards: Integrating Fragmented
Processes to Gain Visibility and Insight in Reverse Logistics

By Amit Gautam, President & Chief Strategy Officer, Innover

Supply chain business networks are increasingly becoming complex and extensive as the e-commerce
business grows in leaps and bounds. In such a scenario, business process monitoring and supply chain
observability becomes imperative for fast-evolving, global businesses.

ARTICLE How To Avoid Making Headlines For The Wrong Reasons
By Patty McKenzie, Director of Education and Outreach, SERI

A pandemic-led increase in remote workers caused an influx of electronic device purchases. The data
of thousands of organizations is now scattered amongst a wide range of devices. Beyond an increase
in electronic waste, companies are now forced to worry about what happens to the data stored in
computers, cell phones, and hard drives after disposal.

ARTICLE Managing Outsourced Reverse Supply Chain

By Ivan Russo (Univ. of Verona), Daniel Pellathy (Grand Valley State Univ.), Ayman Omar (American Univ.)
Managing reverse flows is a serious challenge for even the most seasoned supply chain. From specific
tasks like collecting, inspecting, and disposing of inventories to broader issues of system design,
companies can quickly become overwhelmed.

ARTICLE The Reverse Logistics Onion

By Dr. Robert Gordon, Program Director, Reverse Logistics Management, American Public University
Reverse logistics is about everything that happens after a customer purchases an item. To have a
successful reverse logistics operation, the organization needs to understand that at the core, reverse

logistics is about addressing customer issues.

ARTICLE “Hurricane” Joe Benson: How Logistics Detective Work

Uncovered Systemic Bias

By Robin Ingenthron, CEO, American Retroworks Inc / Owner, Good Point Recycling

In 2010, the NGOs hid a GPS tracker in a CRT television, and tracked it to West Africa, and declared that
the exporter, Joseph Benson of BJ Electronics, was dumping hundreds of sea container loads every year to
avoid recycling fees. What is the real story?
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Why Professional and Responsible Data
Destruction is Essential for Any Business in 2021

By Kevin Dillon, Chief Marketing Officer - Chief Sales Officer, ERI -

A
S

n 2021, with cybercrime and data breaches at an all-
time high, data destruction should be on the top of
any business’ priority list.

For the vast majority of organizations that have
papers, storage devices, or electronic items that

are no longer needed, it is critical to not just throw
them away. In this day and age, we can no longer
undervalue the importance of having professional data
destruction steps in place.

Go back a decade to 2011. At that point, data and
information creation was at around 2 zettabytes.
That's a trillion gigabytes. Now, skip forward to 2021.
In just 10 years, the creation of data and information
has increased to an estimated 59 zettabytes. This
information is stored in clouds, hard drives, USB sticks,
and countless other devices.

Many individuals mistakenly believe that restoring an
item to factory settings deletes data. Some think that
erasing files is enough. That simply removes paths to
the information, but is not effectively destroying the
actual data. Some companies take shortcuts when it
comes to keeping records and lists of electronic items
being recycled. If your business is deleting data in
that manner before recycling, donating or selling old
electronics, you're making a potentially dangerous
mistake.
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Any data containing a company's intellectual
property, or its customers’ or employees’ personal
information must be secured for obvious reasons.
Before a business disposes of old, unused electronics,
professional data destruction is essential.

The first key point that companies need to know is that
they should not take the chance and destroy data on
their own. Chances are they will not do it correctly or
completely. If someone steals information that wasn't
properly destroyed, not only do businesses today face
huge fines, they also face significant damage to the
company’s reputation.

Damage to a reputation is especially important to
consider. It's estimated that about 60% of small and
medium-sized companies that are impacted by a
data breach end up going out of business within six
months. Partner with a professional data destruction
firm and lower the risk of fines and lost business.

In major global companies the single biggest risk
today is loss of data, and penalties are now linked to
company turnover.

HOW MUCH DOES A BREACH COST?

Beyond the often irreparable damage done to a
company's reputation after a breach is publicized, fines
have become a very real consideration. The amount
companies who have suffered a breach pay in fines
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varies. For example, if the company manages medical
records, improperly destroyed data can violate HIPAA.
Fines for HIPAA violations can be as high as $1.5
million.

Financial institutions are bound by the rules of the Fair

Credit Reporting Act (FCRA) and the Gramme-Leach-
Bliley Act. While FCRA fines can be as high as $3,756
per violation, Gramm-Leach-Bliley Act violations come
with penalties of up to $1.1 million. One national
health plan was recently ordered to pay fines of $1.2
million for a case where the information of more than
344,000 people was found on copier hard drives that
the managed care plan provider had leased. When
they returned the leased copiers, the information had
never been destroyed as per HIPAA rules.

The news is filled with stories of retail giants, financial
services companies and social media companies,
among other sectors, being hit with multi-million-dollar
fines after breaches where their electronic devices may
have contained customer information.

Sometimes, fines aren't immediately proposed, but
court-ordered actions are imposed. One Australian
bank was found to have lost magnetic storage tapes
containing records for upwards of 20 million bank
customers. While it believes the tapes were destroyed,
the bank didn't get proof of the destruction. As a
result, the bank was ordered to improve its security
practices and warned that fines would be next if full
compliance was not met.

WHAT PROFESSIONAL DATA DESTRUCTION ENTAILS
What data destruction methods are used to make sure
data is truly destroyed and impossible to retrieve?
Carried out on site or at a process facility, there are
three main methods:

Data Destruction Software: Computer programs
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overwrite the information on drives with strings

of numbers that don't mean anything. Once the
overwriting is repeated as many times as the software
requires and has a 100% pass rate, the drive can be
used again.

Degaussing: Uses high-strength magnetic fields to
scramble and erase data from the surfaces of drives.
It's a permanent measure that renders the drive
useless. This makes it more secure than software
that destroys the data.

Shredding: The drives are placed into giant shredders
that chop the item into small fragments. The drive can
never be used again, and the metal, plastic, and glass

fragments go into the recycling stream for reuse.

Before any of this is done, data destruction
companies start the paper trail. An inventory of all
devices being managed is developed. It includes the
item and serial number.

When devices containing data are sent to a facility for
processing, real-time tracking is important. Tracking
numbers with the shippers ensure the items’ locations
are always known. Tracking continues when it reaches
the facility and is moving from one processing area
to the next.

After the data is destroyed, and if security protocols
permit, items may be refurbished for resale. If there is
still life in an electronic item, repairing it and selling it
as a refurbished item provides a sustainable solution.

On completion, a certificate of data destruction and/
or a certificate of recycling is issued. Businesses should
keep this certificate as it's proof that you took all

the right steps to be fully compliant with the current
regulations. Companies like the Australian bank
mentioned above that don't have proof have a harder
time proving they were compliant and may end up
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losing money and facing lawsuits.

PROFESSIONAL DATA DESTRUCTION KEEPS UP
WITH REGULATORY CHANGES

The final reason to partner with a professional IT
Asset Dispostion (ITAD) provider is because complex
data and environmental regulations are ever-
changing. If you're not up-to-date on these changing
laws, you could make a costly mistake. Proactive ITAD

providers know the laws and make sure they're always

in compliance. It's less hassle for you and makes sure
your data destruction project is done correctly.

Make sure you partner with an ITAD provider that is
certified. Look for certifications from NAID AAA, R2,
e-Stewards, and ISO 9001. These four are only given
to e-recyclers who pass stringent in depth audits

to guarantee they follow strict processes, laws, use
environmentally-responsible practices, and maintain
security at all stages of data destruction.

ERI is a NAID-certified data destruction company at
the highest level of certification (AAA). Our standard
processes ensure data is destroyed following one of
four levels of data destruction starting with Standard

Compliance, which meets NIST 800-88 Rev 1 rules.

Certifications are not the only factor to consider.
When selecting an ITAD provider, find out who has
partnered with the company in the past. ERI, for
example, has helped many of the world’s leading
brands with their data destruction and/or e-recycling
needs.

AUTHOR

As Co-Founder, Chief Marketing
Officer and Chief Sales Officer of

ERI, Kevin Dillon oversees all of

ERI's corporate sales and marketing
efforts, acquisitions and business
development. With a pivotal role in
building ERI from the ground up,
Dillon has helped lead ERI to its current standing as
the largest fully integrated electronics and IT asset
disposition provider and cybersecurity-focused
hardware destruction company in the United States.
ERI now has the capacity to process more than a
billion pounds of electronic and IT assets annually at
its eight certified locations, serving every zip code in
the United States and can support customers in more
than 100+ countries globally. Learn more at www.
eridirect.com.
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